Lynx Employment Services Ltd

Disaster Recovery & Business Continuity Policy

Operational Resilience | Data Security | Service Continuity


Disaster Recovery & Business Continuity Policy
1. Purpose
This policy outlines how Lynx Employment Services Ltd ensures the continuity of critical operations and recovery of systems and data in the event of disruption.
2. Scope
This policy applies to recruitment systems, IT infrastructure, communication systems and core operational processes including payroll and client delivery.
3. Objectives
Maintain service delivery, protect business-critical data, minimise downtime and ensure compliance with client and regulatory requirements.
4. Key Definitions
Recovery Time Objective (RTO): Maximum acceptable downtime.
Recovery Point Objective (RPO): Maximum acceptable data loss.
Lynx targets: Same-day recovery where possible and maximum 24-hour data loss.
5. Risk Scenarios
Includes IT failure, cyber incidents, loss of connectivity, premises disruption, loss of personnel and supplier failure.
6. Backup & Data Protection
Daily automated backups, secure offsite/cloud storage, regular integrity testing and controlled access to systems.
7. Disaster Recovery Process
Identification of incident, containment of risk, restoration from secure backups and validation before resuming operations.
8. Business Continuity Measures
Remote working capability, alternative manual processes and continuity planning with key suppliers.
9. Roles & Responsibilities
Managing Director: overall accountability.
Operations Director: service continuity.
IT Support: system recovery.
Finance/Payroll: continuity of worker payments.
10. Communication
Internal updates to staff and timely communication to clients where services are impacted.
11. Testing & Review
Policy reviewed annually, with periodic testing of backup and recovery processes.
12. Continuous Improvement
Ongoing review of risks and strengthening of resilience measures across the business.
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